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Overview

The March 2026 Thread Meetup “A Zero trust Approach with the InCommon
Trusted Access Platform” brought together IAM practitioners, network
engineers, information security professionals, and higher education
technology leaders for a community conversation on the practical realities of
implementing Zero Trust architecture in academic environments. Jody Tracy,
InCommon Academy Program Manager at Internet2, hosted the session with
Nicole Roy, Senior Director of Infrastructure at Internet2, providing a framing
and overview of INCommon'’s Trusted Access Platform (TAP) and its role in
supporting Zero Trust. Kevin Hickey and Rob Carter, chair and vice-chair of
Community Architecture Committee for Trust and Identity (CACTI), co-led the
discussion.

Discussion participants represented a range of higher education institutions
alongside InNCommon community and catalyst partners.

The conversation surfaced a consistent theme that Zero Trust is not a product
to be purchased but an evolving architecture and maturity model that
requires cross-functional collaboration, strong foundational identity
infrastructure, and incremental progress over time.

Conversation Highlights

e Zero Trust is a maturity model, not a product: An early and recurring
framing from participants was that Zero Trust is not something you “roll
out” but rather a continuum of improvement. Several institutions noted
they are already operating in Zero Trust-like conditions such as open
networks, no border firewalls, and identity-based access control as the
primary enforcement layer. Participants referenced maturity
frameworks from NIST, CISA, and NSA as useful tools for assessing
current state and charting a path forward.

¢ Identity management is the backbone: Not knowing who a user is and
also establishing who has the authority to say so was a challenge that
surfaced early in the session. Nicole Roy acknowledged this as one of
the hardest problems in IAM, pointing to the complexity of



organizational data dictionaries, multi-role users, and the volume of
identity changes that take place throughout a semester.

The InCommon Trusted Access Platform (TAP) provides a strong
foundation: Nicole Roy walked through the key TAP components
relevant to Zero Trust. Shibboleth for federated SSO, supporting SAML
and OpenlD connect with policy enforcement capabilities and Grouper
for group role-based access control, enabling least privilege policies.
She also mentioned the REFEDS MFA and Assurance Framework (RAF)
profiles for shared standards around authentication strength and
identity assurance. She noted that TAP components can integrate with
commercial tools such as Okta, Entra, SailPoint and others, and do not
need to be deployed as an all-or-nothing suite of tools.

Grouper offers powerful, underutilized capabilities: Chris Hubing,
Senior IAM Architect at Internet2, highlighted several Grouper features
relevant to Zero Trust such as Attribute-Based Access Control (ABAC)
for real-time data, attestation workflows for periodic group
membership verification, and lifecycle/deprovisioning support to
manage access as users change roles. He recommended starting with
the Grouper Deployment Guide.

Device posture checking is being deployed in practice: Participants
shared examples of integrating device health validation directly into the
SSO flow, for example verifying that a managed device has an
approved endpoint detection and response (EDR) solution installed
before granting access to specific applications. Such checks can be
enforced through Shibboleth interceptors in combination with
group-based policies in Grouper. While participants characterized
these implementations as early-stage rather than fully mature Zero
Trust, they represent practical, deployable examples of device-based
access control that others can learn from.

Vendor claims and the “you can’t just buy it” problem: Multiple
participants described experiences evaluating vendors claiming to
offer comprehensive Zero Trust solutions, only to find that capabilities
were overstated, particularly around fine-grained policy logic, patch
management grace periods, and machine learning-driven automation.
One institution described the experience as ultimately valuable
because it led leadership to reconceptualize Zero Trust as a set of



incremental improvements rather than a single acquisition. Participants
expressed a strong interest in a community-based, anonymous vendor
assessment tool, similar to the NET+ Cloud Scorecard, where institutions
could share honest experience with IAM and Zero Trust products.
Cross-functional collaboration is essential and often missing:
Institutions that have made the most progress in this area described
C-suite sponsored efforts to bring identity, networking, security, and
endpoint management teams to the same table from the outset. The
more decentralized an institution,. The harder this coordination
becomes, especially where academic and health system sides operate
under entirely separate infrastructure. The consensus was that
approaching Zero Trust as solely an identity problem, a network
problem, or a security problem in isolation would almost certainly
guarantee failure.

Considerations for Next Steps

Assess where your institution falls on the Zero Trust maturity model
Reference frameworks from NIST, CISA, and NSA to provide structured
ways to evaluate current state. Knowing where you are is the first step

toward knowing where to invest next.

Prioritize foundational identity work

Before investing in advanced Zero Trust tooling, establish clear answers
to basic identity questions: who are your users? What roles do they
hold? Who is the authoritative source for each population? A
well-maintained organizational data dictionary is foundational to

everything else.

. Bring the right people to the table early

Zero Trust is not an identity project, a network project, or a security
project, it's all three. Institutions that have made the most progress



report that early collaboration across IAM, networking, security,

endpoint management, and service owners has been the key.

. Start with your own systems

Rather than waiting for an enterprise-wide program, identify a concrete
system your team controls and implement Zero Trust practices there
first. Use it to learn, demonstrate value, and build internal momentum.

. Explore Grouper’s full capabilities

Many institutions use Grouper for basic group management but have
not yet deployed ABAC, attestation workflows, or lifecycle-based
deprovisioning. These features support Zero Trust's principle of least
privilege and continuous verification.

. Implement REFEDS MFA and RAF profiles

For institutions not yet signaling MFA requirements or asserting identity
assurance levels to service providers, the REFEDS MFA Profile 2.0
(currently in committee review) and RAF profiles offer a
standards-based path forward. The RAF 2.0 IdP Implementation
Guidance document linked in the session is a practical starting point.

Apply pressure to vendors through pointed questions

Ask vendors specifically about their support for SAML, OpenID Connect,
attribute-based access, and REFEDS entity categories. Ask for live
demonstrations of the exact features being sold. The community’s
collective voice carries weight, and honest vendor capability
assessments benefit everyone.

Leverage community resources
The NET+ Duo community calls offer regular, practitioner-focused
discussion on MFA, phishing resistance, and related topics. The



InCommon Academy offers training on TAP components such as
Shibboleth and Grouper, as well as other learning opportunities in IAM
fundamentals. The HECVAT tool provides a structured framework for

vendor security assessments.

A Path Forward

The session closed with a sense that higher education institutions are
navigating Zero Trust not as a distant aspiration, but as a present-day
aspirational challenge. The technology building blocks are available but what
remains is the harder work of organizational, cultural, and architectural
alignment. Key areas where the community identified a path forward include:

e Building a shared vocabulary for Zero Trust in higher ed. Terms like
“Zero Trust” can mean different things to IAM teams, networking teams,
and vendors. Developing shared language that reflects the
complexities of academic environments is essential for effective
institutional conversations.

¢ Increasing deployment of REFEDS across entity categories. Broader IdP
adoption of the REFEDS MFA Profile and RAF profiles would meaningfully
advance Zero Trust capabilities across the Federation. CACTI is
exploring ways to raise the priority and visibility of this work.

e Developing a community-based vendor assessment resource.
Multiple participants expressed in a tool similar to the NET+ Cloud
Scorecard, focused on IAM and Zero Trust tooling. Such a resource
would allow institutions to share honest experiences with vendor
products.

e Continued community convenings like this one. Participants found
significant value in hearing how peer institutions are navigating the
same challenges in real time. Future sessions may explore specific
topics such as Grouper deployment patterns, Shibboleth interceptor
flows for device posture checking, SDN-based micro-segmentation, or
the integration of SIEM data into access decisions.



InCommon Academy will use feedback from this session to shape upcoming
programming and resources. Continue the conversation and learn about
upcoming offerings by signing up to join the INCommon community
conversations in Slack and participating in future Thread Meetups.



https://incommon.org/academy/

APPENDIX
Meeting Recording & Resources

Select the following link to access the recording and transcripts:

Zoom Recording Passcode: EnM$?w8A

Please note that audio and chat transcripts are available within the recording.

Additional Resources Shared During the Session:

Presentation Slides:
https://drive.gooqgle.com/file/d/18lYOUWNMG8Y8SPNRJc7pIKVIXuKAdJRa0/view?usp=s

haring

Grouper Deployment Guide:
https:/[spaces.dev.at.internet2.edu/spaces/Grouper/pages/154765017/Grouper+Dep

loyment+Guide

IAMSketch (IAM Conceptual Architecture Tool):
https:/ /incommon.org/resources/iam-sketch

RAF 2.0 IdP Implementation Guidance:
https://spaces.at.internet2.edu/download/attachments/350159280/T1.180.1-RAF2-IdP
-Implementation-Guidance.pdf

Zero Trust: Identity's Critical Role (TechEX 2023):
https://internet2.edu/wp-content/uploads/2023/09/Zero-Trust-ldentitys-Critical-Rol

e.pdf

TechEx Zero Trust Session Recording (TechEX 2025)::

https:[waw.youtube.comlwatch?v=sJ7cL R87p4


https://internet2.zoom.us/rec/share/-aNIer4ABY_yWb81L_EE8pIYT1vKNZMpLTO8jcgR6cP8b6XYAuNeugpZrPe8n-s.pw7K5OEmTXKl4GI7
https://drive.google.com/file/d/18IY0UWnMG8Y8SPnRJc7pIKVIxuKAdRa0/view?usp=sharing
https://drive.google.com/file/d/18IY0UWnMG8Y8SPnRJc7pIKVIxuKAdRa0/view?usp=sharing
https://spaces.dev.at.internet2.edu/spaces/Grouper/pages/154765017/Grouper+Deployment+Guide
https://spaces.dev.at.internet2.edu/spaces/Grouper/pages/154765017/Grouper+Deployment+Guide
https://spaces.dev.at.internet2.edu/spaces/Grouper/pages/154765017/Grouper+Deployment+Guide
https://incommon.org/resources/iam-sketch
https://incommon.org/resources/iam-sketch
https://spaces.at.internet2.edu/download/attachments/350159280/TI.180.1-RAF2-IdP-Implementation-Guidance.pdf
https://spaces.at.internet2.edu/download/attachments/350159280/TI.180.1-RAF2-IdP-Implementation-Guidance.pdf
https://spaces.at.internet2.edu/download/attachments/350159280/TI.180.1-RAF2-IdP-Implementation-Guidance.pdf
https://internet2.edu/wp-content/uploads/2023/09/Zero-Trust-Identitys-Critical-Role.pdf
https://internet2.edu/wp-content/uploads/2023/09/Zero-Trust-Identitys-Critical-Role.pdf
https://internet2.edu/wp-content/uploads/2023/09/Zero-Trust-Identitys-Critical-Role.pdf
https://www.youtube.com/watch?v=sJ7cL_R8Zp4
https://www.youtube.com/watch?v=sJ7cL_R8Zp4

NET+ Duo Security Community Calls: https://internet2.edu/services/duo-security/
Submit a Thread Meetup or Webinar idea: https://bitly/InC-idea
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https://internet2.edu/services/duo-security/
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