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INTRODUCTION

The number of eduroam subscribers and service locations has grown and continues to expand far beyond eduroam'’s
traditional higher research and education (R&E) base. The eduroam-US Advisory Committee (eAC) recognizes the need for
eduroam to mature and scale from a varied landscape of both “set it and forget it” and continually improving deployments
into a more consistent and highly trusted community of wireless networks.

Every stakeholder has an interest in ensuring the eduroam-US service is characterized by a consistently high degree of
quality, user experience, support, security, and privacy. To this end, and inspired by the prior work of “Baseline Expectations
for Trust in Federation” [BE], the following baseline expectations were developed for the eduroam-US service. These
expectations reflect the community’s desire to hold itself accountable for providing a successful, valuable, interoperable,
and trustworthy shared resource.

As these expectations take root, the community will collaborate to develop and publish detailed implementation guidance.
Progress toward adoption will be communicated as the adoption effort advances.

Terminology
This document uses the following terms to describe stakeholders in the eduroam-US service’s community.

IdP: Identity Provider. An organization subscribed to the eduroam-US service so its users may access the
global eduroam service.

SP: Service Provider. An organization subscribed to the eduroam-US service to allow IdP-affiliated users to
seamlessly connect and access the internet via its wireless network.

Subscriber: Any organization which has registered an IdP or SP in the eduroam-US service.

NRO: National Roaming Operator. GEANT has designated Internet2 as the Roaming Operator for the United
States, as described in the eduroam Compliance Statement [GeGC-eCS].

eSO: eduroam Support Organization. An organization, typically a state or regional education network operator,
authorized by the NRO to directly register and support education-affiliated IdPs and SPs within its respective
service region.

Constituent: Any IdP or SP registered and supported by an eSO.

Visitor: A user who is affiliated with an eduroam IdP and is connecting or connected to another Subscriber’s
eduroam network.

Guest: A user who is not affiliated with an eduroam IdP.


https://incommon.org/eduroam/eduroam-baseline-expectations-2026-state-of-service-report
https://creativecommons.org/licenses/by/4.0/

BASELINE EXPECTATIONS

Baseline Expectations of all Subscribers

1. Service Quality

1.1 The Subscriber complies with the eduroam Compliance Statement [GeGC-eCS] and meets its obligations to the
NRO and, if applicable, the eSO.

1.2 The eduroam service is operated with the same level of quality as the Subscriber’s own internal wireless services.

2. Accurate Contact Information

2.1 Support and security contact details are kept up to date in the eduroam-US infrastructure to facilitate technical and
security issue resolution.

2.2 Service locations on the eduroam map are accurate, with limited exceptions per GeGC guidelines [GeGC-RL].

3. Attribute Minimization and Privacy

3.1 The only data transmitted outside the Subscriber’s network during authentication are those necessary for a
successful eduroam connection and for coordination between Subscribers.

3.2 Personally identifiable information is not shared, except as appropriate for operational, troubleshooting, and
security incident response purposes.

Baseline Expectations of IdPs

4. User Accountability

4. Reports of Visitor misbehavior lodged by an SP are duly investigated, and users are sanctioned by their IdP when
appropriate.

4.2 |dPs are strongly encouraged to comply with the requirements of the REFEDS Security Incident Response Trust
Framework for Federated Identity [SIRTFI].

5. User Education and Support

5.1 The first line of eduroam support for Visitors is their IdP, not the SP.

5.2 eduroam support and connection details, including any IdP-specific connection requirements, are provided by the
IdP to its user community and support staff.

6. Roaming Reciprocity
6.1 Except in extenuating circumstances, eduroam SP service is available wherever IdPs welcome Guests to connect to
its wireless network.

Baseline Expectations of SPs

7. Gracious Hosting

71Visitors are offered the same, or better, level of service as authenticated Guests.

7.2 Visitors authenticate via an IdP, so they are not required to use captive portals, additional terms of use, and the like.
7.3 Unless otherwise required by the NRO, the SP does not restrict Visitors from using particular EAP (Extensible
Authentication Protocol) methods or credentials.

Baseline Expectations of the NRO

8. Cultivation of a Community
8.1 Feedback is regularly sought from stakeholders.
8.2 Regular communication is actively encouraged and facilitated among stakeholders via appropriate channels.

9. Promotion of Good Practices

9.1 Guidance on established and emerging best practices for the eduroam-US service and underlying technologies is
collaboratively developed and published.

9.2 The NRO works with the GeGC and with other NROs to promote the adoption of baseline expectations internationally.
9.3 Resources and collaborative support are provided to aid eSOs in their unique role in the eduroam community.

Baseline Expectations for eduroam-US



10. Maintaining Responsive Infrastructure
10.1 The eduroam-US roaming infrastructure is operated following generally accepted methods for enterprise service
delivery and standard monitoring practices.

Baseline Expectations of eSOs

11. Constituent Support and Representation

1.1 The first line of eduroam support for Constituents is their eSO.

11.2 eSOs are a trusted communication channel between Constituents and other Subscribers.

11.3 eSOs advocate for the needs of Constituents to the NRO while promoting the health and expansion of the eduro”
am-US service.
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