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A report in support of Baseline Expectations

The eduroam-US Advisory Committee (eAC) recognizes the need for eduroam to
mature and scale from a varied landscape of “set it and forget it” sites into a consistent
and highly trusted community of wireless networks.

Every stakeholder has an interest in ensuring that the eduroam-US service is consis-
tently high in quality, user experience, support, security, and privacy. To this end,
and inspired by the prior work of Baseline Expectations for Trust in Federation, the
following baseline expectations were developed specifically for the eduroam-US
service. These expectations reflect the community’s desire to hold itself accountable

for providing a successful, valuable, interoperable, and trustworthy shared resource.

As these expectations take root, the community will collaborate to develop and
publish detailed implementation guidance. Progress toward adoption will be
communicated as the adoption effort advances.

Five Priority Actions for each eduroam site

In support of these general goals, this report covers five priority areas for sites to use in a self-assessment exercise.
These priority areas were identified using data from Internet2’s management of the service and information provided
in the 2026 eduroam administrator survey.

"appreciate this...visibility - we need to lean in to eduroam more”

—eduroam administrator, Maine

Goal 1: The eduroam Baseline Expectations document
All eduroam-US sites should familiarize themselves with the Baseline Expectations document from the eduroam
Advisory Committee.

Next step: read the Baseline Expectations document from the eduroam Advisory Committee.

Learn More: Page 4.
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https://spaces.at.internet2.edu/spaces/BE/pages/164988631/baseline-expectations-2
https://spaces.at.internet2.edu/spaces/eduroam/pages/367263854/Community+consultation+of+eduroam+Baseline+Expectations

Goal 2: Administrator roles

All eduroam-US sites should be able to access the Federation Manager (https://servicelinternet2.edu/) used to securely
communicate RADIUS server details and site directory information. Sites must manage their own eduroam administra-
tors, but over time, the information captured here can become stale. Confirming that active administrators can log into
the site and that the list of administrators and contacts is accurate to the organization is a minimum requirement for
communication about eduroam.

Next step: Log into Federation Manager and validate the administrators and contacts listed there. If you can’t log in,
contact help@incommon.org.

Learn More: Page 4.

Goal 3: Reject Rate - Service Provider

Offering the eduroam SSID to provisioned guests from other sites is what we call the “service provider” (SP) side of
eduroam. There are some common errors that keep guests from connecting to the SSID. Common errors are listed in
this report. Reviewing eduroam analytics and the log viewer can help identify errors. Some of them are easy to fix, and
others require more effort, but identifying is the first step. You can evaluate the error rate of your eduroam SP by looking
at your site’s analytics and compare it to the average reject rate of the overall eduroam-US service.

Next step: Log into Federation Manager and look at your eduroam guest tab to see your SP reject rates per device.
Compare it to the average reject rate for the US.

Learn More: Page 5.

The national average Service Provider per-device reject rate for eduroam-US sites
(excluding Support Organization constituents) over the spring 2026 semester is 21.39%.
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https://service1.internet2.edu/login
https://service1.internet2.edu/login

Goal 4: Reject Rate - Identity Provider

Provisioning users from your organization is the "“identity provider” (IdP) side of eduroam. This report lists some common
errors that prevent users from connecting successfully when roaming to other sites. Reviewing eduroam analytics and
the log viewer can help identify errors. Some errors are easy to fix, and others require more effort, but identifying them is
the first step. You can evaluate the error rate of your eduroam IdP by looking at your site’s analytics and comparing it to
the average per-device user reject rate of the eduroam-US service.

Next step: Log into Federation Manager and check your eduroam users tab to see your IdP per-device reject rates.
Compare it to the average rejection rate for the US.

Learn More: Page 6.

The national average Identity Provider per-device reject rate for eduroam-US sites
(excluding Support Organization constituents) over the spring 2026 semester is 32.28%.

Goal 5: User Onboarding and Communication Strategy

How do users at your site learn what eduroam is and how to set it up? You have a lot of flexibility with how you communicate
about eduroam, but there are some best practices. If you rely on detailed instructions and ask your users to manually
configure their credentials in their device's wireless settings, you'll probably have more IdP rejects and fewer roaming
users compared to sites that use downloadable profiles.

Next step: Take an inventory of your site’s methods for configuring eduroam devices. Sit down with someone who doesn’t
have eduroam configured and watch them navigate these methods. Think about steps to make eduroam easier to

configure and ways to convey its value to your users.

Learn More: Page 8.
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Federation Manager access
Can each site’s administrators use the management portal?

+ Based on data from February 2026, there are 2,893 eduroam administra-
tor email addresses registered in Federation Manager. 82 of these emails
are nonresponsive, a rate of 2.8%.

+ Nonresponsive emails are only part of the story. Organizations know
best who manages eduroam at each site. Over time, roles evolve, and
people who used to manage the site move on to other roles. Removing
old admins and adding new ones is part of eduroam'’s site health and
maintenance.

+  Asubset of eduroam sites have no admins listed. There are 50 active
eduroam sites with no administrators. If you are one of these sites, you
will need to contact help@incommon.org to regain access.

+ A note of distinction: we currently require both Users and Contacts.
Users log into the site and make administrative configuration changes.
Users should be individual email addresses (person@school.edu)
because they log in to the site using SSO.

+ Since eduroam is decentralized and community-based, the support
contacts are listed so sites can contact one another directly. Support
contacts are listed publicly at https://incommon.org/services/
participating-organizations/organization-directory. Contacts can be
group emails or lists (ie, networksupport@school.edu) because they
are publicly listed.

The Baseline Expectations document

Who developed these standards? What do standards contribute to eduroam?

+ Inthe US, the eduroam-US Advisory Committee (eAC) helps formulate strategies and practices for eduroam and
makes recommendations to Internet2, the US eduroam service operator. The eAC formed a working group of
community members to design standards on Baseline Expectations for eduroam in the US.

+  As eduroam continues to grow in the US, it is important that each site contributes to the service's overall
success. Each site operating below full connectivity undermines the service's value and functionality.

+  Globally, eduroam is a community-managed service for the research and education community. Joining the
service requires signing on to the technical and organizational policies developed to facilitate eduroam'’s
operation. At its core, eduroam is simply a set of interworking policies that are implemented on each subscrib-
er's RADIUS server and other infrastructure.

+  The global eduroam compliance statement is signed by each country’s national roaming operator and provides

the basis for the service. Building on that, Internet2, as the national roaming operator for the US, provides a
distinct agreement for US eduroam subscribers.
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The eduroam iceberg

For each individual eduroam site, most of the configuration that
actually runs the service is on the organization’s equipment:
RADIUS server, firewall, Wi-Fi controller and/or infrastructure,
and individual access points. The Federation Manager is merely Review and Submit
a communication platform to securely send your RADIUS server
IPs and proxy configuration secrets to be allowlisted on the
eduroam US top-level RADIUS servers (TLRS).

While reviewing your eduroam configuration on your RADIUS server, verify that you are keeping local
RADIUS logs for 90 days for both your eduroam guests and your eduroam roaming users, in compliance
with international eduroam terms of service.

Internet2 resources, such as the log viewer and analytics, provide insights into your site from the
TLRS perspective. However, these resources cannot replace the view of your eduroam site from your
internal log resources.

Next step: Log into Federation Manager and validate the administrators and contacts listed there. If you
can't log in, contact the eduroam-US help desk at help@incommon.org.

Reject Rate - Service Provider

Guest Authentication by Device
click here for documentation

How well does your site’s Service Provider (SP) reject rate compare to eduroam US rates?

Service Provider Statistics for the 2026 spring semester (estimated January 21 - May 6):
Accept: 78.75% Reject: 21.25%

Your eduroam SP implementation is the infrastructure you provide
for eduroam-provisioned guests from other institutions. Not all Service Locations
rejects are bad - there are always a number of expired or misconfig-
ured clients that will correctly receive rejects from their home

institutions. However, some common issues can increase your site's |dP Realms
rejection rate.

Your service provider configuration is labeled “eduroam Hotspots”
in Federation Manager.
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https://service1.internet2.edu/login

In most eduroam deployments, the identity provider IP address and the service provider IP address are the same IP
address. However, at this time, we still require the same server to be referenced twice. Make sure you enter that IP
address in both locations if you are using a server for both roles. Also, after you save a change, you must submit it
before it is live. Make sure your site has a green “Submitted” status at the top under the dashboard title.

Next step: Review your logs to identify patterns that affect your rejection rate.

Symptom Where to check

Look for this log line

. . Error: Ignoring request to
Server not in allowlist auth address * port 1812
bound to server default

from unknown client X.X.X.X

Federation Manager log viewer

Mismatched RADIUS secret

Dropping packet without
Mismatched secret response because of error:
Received packet from X.X.X.X
with invalid Message—
Authenticator! (Shared
secret 1s incorrect.)

Federation Manager log viewer

Fragmentation issue EAP-TLS clients always failing Federation Manager log viewer
Federation Manager analytics
site firewall, RADIUS, WLAN

Look for this log line
Check your filter that controls

whether authentications
are sent to the TLRS or
handled locally; handle your
own authentications BEFORE
forwarding to the TLRS

Looping authentication Login incorrect (Rejected:
loop prevention: Internet2-
Loop-Detection found)

Reject Rate - Identity Provider

User Authentication by Device
click here for documentation
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https://spaces.at.internet2.edu/spaces/eduroam/pages/346129538/Updated+reading+the+eduroam+log+viewer
https://spaces.at.internet2.edu/spaces/eduroam/pages/346129538/Updated+reading+the+eduroam+log+viewer
https://wiki.govroam.uk/doku.php?id=public:how_to_deal_with_fragmentation_of_eap_packets
https://spaces.at.internet2.edu/spaces/eduroam/pages/346129538/Updated+reading+the+eduroam+log+viewer

How well does your site’s Identity Provider reject rate compare to eduroam US rates?

Identity Provider Statistics for the 2026 spring semester (estimated January 21 - May 6):

Accept: 67.51% Reject: 32.49%

Core Identity Provider aspects to review include the following:
+ Are all your current servers listed in Federation . .
Service Locations
Manager, and unused servers removed?
+ Are your users configured with a realm (@school.edu)
so their roaming connections can be correctly routed
back to you as the identity provider?

eduroam Hotspots

+ Is your site responding to the TLRS?

"Biggest issue with eduroam has to do with password resets
and then updating the profiles on their phones.”

—eduroam administrator, New York

"Troubleshooting users when they are on an external site is a challenge.”

—eduroam administrator, New Jersey

Next step: : Review your per-device reject rate and compare to the national average. Also look at the past 12 months of
your per-device reject rate. Are there any changes that should be investigated?

Symptom

Where to check

Missing Realm

Your proxy configuration is not
requiring a realm when sending
users to the TLRS, or your users
are manually configuring their
devices and leaving out the realm.

Local logs, Federation Manager
log viewer, local RADIUS
proxy configurations

No response from home server

Timeouts, Log messages

Error: No response to
status check 20476332 ID 45
for home server X.X.X.X
port 1812
VISINST=school.org,

Correct IPs configured in
Federation Manager, local firewall
rules, RADIUS vendor
default timeouts,
local auth server dead
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Communication Strategy

How are you telling users at your site about eduroam? Are you revising this information as conditions change and

the student body evolves year after year?

The success of eduroam at your institution is proportional to its ease of onboarding. If students, faculty, and

staff do not understand the big-picture value of the service or how to set up their credentials on their devices in a
Bring-Your-Own-Device environment, the service loses value. If users try to set up the service for the first time while
traveling, the barrier to entry becomes much higher. The strategy to inform users about eduroam can fit the overall
organizational communication strategy - you should feel that you have great flexibility in how to communicate about

eduroam, but communicating is important.

“Over the years | have investigated the use of CAT tools for configuring
client computers, but never found clear instructions on how to do this.”

—eduroam administrator, California

Next step: review your eduroam instructions with someone who is unfamiliar with eduroam. Can they understand the

instructions? Do they understand how they benefit from setting up the service on their device(s) and how to do so?

Onboarding profiles make provisioning enterprise Wi-Fi so much easier. Also, managed devices in your environment

can have eduroam profiles added automatically.

We strongly suggest using downloadable profiles or managed device profiles when possible. While there are commer-

cially available resources, the eduroam Configuration Assistant Tool (CAT) is a free, open-source profile generator. The

geteduroam apps are the currently developed open-source apps that reference the profile generated in CAT. By locally
hosting the letswifi-portal alongside the geteduroam apps, you can set up EAP-TLS for your users with open-source

tools.

Does your site show up in the listing at https://cat.eduroam.org/? If you are listed in CAT, are you pointing your users

toward the currently maintained geteduroam apps? Geteduroam apps build on the published CAT profile and are the
currently maintained option for open-source BYOD user configuration. If you are not yet using CAT, you can obtain an

administrator profile by emailing help@incommon.org in the US. Then, create and publish a profile. Your users find this

page by visiting cat.eduroam.org, and you should select the option to share the CAT profile with geteduroam.

In the eduroam administrator survey from January - March 2026, including eduroam training in student orientation and
staff onboarding was correlated with higher adoption among eligible users. Sites that reported word of mouth as their
eduroam education method reported lower rates of eduroam adoption among eligible users. What does your eduroam

user adoption look like among students, faculty, and staff? Are users who could be roaming prepared?
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https://spaces.at.internet2.edu/spaces/eduroam/pages/385384788/eduroam+CAT+Configuration+Assistance+Tool+and+geteduroam+apps
https://spaces.at.internet2.edu/spaces/eduroam/pages/385384788/eduroam+CAT+Configuration+Assistance+Tool+and+geteduroam+apps
https://eduroam.org/geteduroam-get-connected-quickly-and-safely/
https://github.com/geteduroam/letswifi-portal/blob/beta/README.md
https://cat.eduroam.org

Percentages are the estimates of eligible users who have configured

eduroam according to the eduroam administrator survey.
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